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Concepts of Post-BB84 

The mathematical cyber defense: Military intelligence and communications technology 

METEORA SYSTEM Co., Ltd. (Isehara City, Kanagawa Prefecture, Japan; President: Eiji Watanabe) has 
been conducting research in information theory and developing implementation technologies since the 
1970s. In the future, we will seek to provide our technology to companies developing zero-trust solutions. 
We look forward to hearing from you about partnership opportunities. 
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1．Introduction 

Since C. E. Shannon put information into mathematics, the word "bit" has now become a common- sense 
term. Data and information are different: the flow of data is visible, but the flow of information is 
invisible: so the evaluations they make on a problem are quite different. There are some examples: page 20 
of "A Mathematical Theory of Communication" is one of them (1948): Polar code is one of them. It's 
natural for programmers to chase visible data, but what's wrong with all IT researchers becoming 
programmers? Programmers see BB84 photons as a stream of data: so that the noise channel is invisible: 
programmers have no doubt that the error correction channel is not in-line with the noise channel. 
According to recent research and development, quantum key distribution has increased from tens of 
kilometers to hundreds of kilometers: neither is practical. This page introduces the post BB84, which 
inherits all the features of BB84 and brings more convenience, from the perspective of information theory. 

BB84 has a quantum phenomenon that works against man-in-the-middle attacks, so I think many people 
are attracted to it, but if you get to know the Mod2 arithmetic noise channel of post BB84, you may be 
impressed. This channel consists of Shannon's communication line, my patent "3-way noise channel", and 
a physical random number of 256 [bit] / block. Let's eavesdrop on this channel: 

When an eavesdropper is not observing, 1) Mod2 arithmetic noise channel repeatedly consumes and 
generates session keys: this means performing key distribution. 2) When the observation begins, that is, 
when the eavesdropper steals information from the communication line, it is inevitably the time integral 
of the Mod2 arithmetic noise channel. 3) The session key erases itself during the time integration. 4) After 
the session key disappears, the information channel contracts to a constant information entropy, 512 [bit]. 
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In this way, when not observing, the session key repeatedly consumes and generates, and when the 
observation starts, the session key from the time of observation to the present erases itself, and the 
channel always contracts to a specific information entropy. This information channel observation and 
information channel contraction, which surprisingly corresponds to the interpretation of observations in 
quantum mechanics and contraction of probability waves: so named as Post- BB84, which succeeds BB84. Post-
BB84 overcomes the shortcomings of the current BB84. This is because the transmission rate R shown in 
"A Mathematical Theory of Communication" reaches the theoretical maximum while the key is being 
consumed and generated repeatedly = while the virus is not abusing the key. 

2．Conveniences of Post-BB84 

1. Random numbers do not code photons, but physical random numbers code physical random numbers, 
so we do not rely on specific Fiber. 

2. There is no limit on the usage distance. The network is end-to-end communication. 
3. Military communication equipment is limited to fixed bases. This limit is removed. 
4. Compatible with the topology of the communication protocol TCP / IP. 
5. There is no need to develop specific relay equipment. 
6. Quantum computers are not a threat. 
7. Use physical random number ASIC: It can also be installed on micro satellites and drones. 
8. Do not rely on specific operational techniques. 
9. No manpower required: Operating costs are on par with the Internet. 

3．"Mathematical line of defense" to control the fifth battlefield 

1. While cyberattacks are a way of fighting in favor of the weak, cyber defense is impossible even for the 
strong. 

2. The targeted tissue is unaware of the virus infection. 
3. By the time you notice, the virus operation has already ended. 
4. The virus begins its operation without a declaration of war. 
5. There are always backdoor concerns. 

There is no countermeasure technology for the above five items. Today's TCP / IP is a convenient protocol 
for viruses and backdoors because it connects to anywhere if you specify an "IP address and port number". 
But Post BB84 can end the era of cyberattacks. Post BB84 provides a "mathematical line of defense" at 
subnet boundaries: if anyone decides to make a TCP / IP update, that's right. There's no complicated work 
there: there's reference source code, and the algorithm (☞Attestation) is surprisingly simple. 

4．Inquiries about this release 

METEORA SYSTEM Co., Ltd 

https://www.meteora-system.com
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