
関係各位 (To: Stakeholders) Beyond Security 'Countermeasures'.

Introduction of METEORA KEY EXCHANGE and METEORA 3ways exchange 

This document introduces our invention, an unprecedented communication technology. 

1）Serious issue: 
          Merely encrypting data does not prevent information leakage through the communication channel. 

Because: 
The "transform" of a standard cipher approved by a standards institution (e.g., NIST, NESSIE) does 
not have the ability to change the key. In other words, information from the communication 
channel is leaked (Please read the attached P.P. slideshow). 

2）Technical requirements: 
The attached PDF shows that encryption with AES alone cannot prevent information leakage from 
the communication channel, and that it is necessary to change the key for each packet. This 
analysis and its results in 2005 motivated us to invent METEORA KEY EXCHANGE. 

3）Solution: 
METEORA KEY EXCHANGE is a means of changing keys for each session without using a PKI or 
password. We have also established a means of changing keys for messages on demand and for 
each packet. 

4）Additional information: 
METEORA KEY EXCHANGE is derived from our basic patent. The basic patent is a process-to-process channel 
consisting of a physical random number source and a 3ways exchange, realizing a 'self-contained one-time pad 
cipher'. 
It has various features, for example, 'providing keys to one-time pad the one-time pad cipher with messages on 
demand'. 
This channel has forward secrecy in the channel itself. What this means is that the channel cannot be hijacked 
by any means. Therefore, ‘even if the endpoint is vulnerable, there is no need to terminate it with a perimeter 
defense line such as a firewall’. 
You have never heard of such a channel. It may help your understanding if you imagine that the parameters of 
P2P change dynamically. 

5）Request to you: 
We would like to form partnerships with government agencies, companies and research institutions with a view 
to future licensing. 

METEORA SYSTEM Co., Ltd. 
https://www.meteora-system.com

© 2022 METEORA SYSTEM & POST QUANTUM BIT  / 1 1

https://www.meteora-system.com

