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Introduction of server equipment to neutralize ransomware 

Non-commutative algolithm: Split knowledge[1] for cryptographic keys (x1) 

Feature: Probability of success of unauthorized user privilege takeover = 1/2256 

METEORA SYSTEM Co., Ltd. (Isehara City, Kanagawa Prefecture, Japan; President: Eiji Watanabe) has 
been conducting research in information theory and developing implementation technologies since the 
1970s. One of the company's intellectual properties, "Decentralized Account," an example of server 
implementation of a non-commutative algorithm, is now available for demonstration and loan. This 
technology can be used to create nets that neutralize viruses (ransomware), signature chains for payments, 
and signature chains for blocks. In the future, we will seek to provide our technology to companies 
developing zero-trust solutions. We look forward to hearing from you about partnership opportunities. 
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1．Decentralized Account 

A diagram of the demonstration is shown in Fig. 1. This 
diagram assumes an arbitrary premises. The demonstration 
will be performed on a borrowed PC on the premises of the 
demonstration observer. 
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Fig.1: Demonstration of decentralized 
accounts generation



関係各位 (To: Stakeholders) Beyond Security 'Countermeasures'.

2．Decentralized account orientation 

- Rethinking IT back in the 1970s 
　 
The chieftain of the bandits cast a spell and the door of the cave opened.... Once the 40 bandits entered the cave, the rock door 
automatically closed. The cave door knew what it was supposed to do when it heard the incantation. Ali Baba, who had been 
watching the whole thing from his hiding place, waited until the bandits had gone before entering the cave himself. 

This is the story of Ali Baba and the 40 Thieves. Today's ICT follows the same situation. However, the 
"Door of ICT" requires the presentation of id data as well as spells. Spell and id, this pair constitutes an 
account ( request/id, usage history/id). When users set up an account with a service, they have rights and 
obligations to each other. In addition, a legal system for personal information is in place. This is where the 
soil for a password culture is nurtured. 

If you want to achieve ICT without passwords, it is possible with a simple logic: do not have accounts on 
the service side. The flip side is that if the service has accounts, then the users should also have accounts. 
This simple conclusion is the inspiration for the "Decentralized Accounts" demo. If you would like to hear 
what others have to say before you consider implementing it, the FIDO Alliance[2] provides a comfortable 
community for those who are hesitant to make a decision because they have not reached a conclusion 
after more than 10 years of implementation. 

The courageous one would draw conclusions and then tackle the derived problems. However, until now IT 
did not know "alternative information to spell", and in the 1970s, when DES became the standard, it was 
plagued by a similar dilemma: the "key delivery dilemma". In the summer of 1975, when everyone thought 
there was no solution to this dilemma, Diffie announced the concept of asymmetric keys. In April 1977, 
Rivest was puzzled: "Can an asymmetric key actually be created? Is there or will there ever be found a 
one-way function with such a back door that can be opened only when the receiver Bob has special 
information? Rivest's train of thought started with the receiver and considered a one-way function with a 
backdoor (called a trapdoor). The solution was found when the problem was faced. Today's RSA ciphers 
are just that. 

- What information can replace the spell? 

We first noted that RSA is a "commutative algorithm": it succeeds in decrypting whether K1 or K2 is the 
encryption key: formally expressed as K1 * K2=K2 * K1. This is the commutative algorithm. RSA is a one-
way function of the commutative algorithm that solves the "key distribution dilemma”. 

Then there must also be a one-way function of the non-commutative algorithm: K1 * K2≠K2 * K1, which is 
the non-commutative algorithm. This one-way function was easy to find. This is the question, "What 
information can replace the spell?" This is the answer to the question, "What information can replace 
spells? This is the process shown in Fig. 1 at the beginning of this article. A server with a noncommutative 
algorithm creates an account P/id on the user side and an account Q/id on the service side, and both sides 
store the "agreement process". This mechanism is information. Note the difference between information 
and data. This is the "decentralized account. 
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The actual invention process began with the discovery of a one-way function. This one-way function was 
complete and sound. The basis for this was a non-commutative algorithm (K1 * K2≠K2 * K1). An 
implementation example, "Decentralized Account" is examined below. 

- Implementation Case Study _ Detoxifying Ransomware Threats_ 

Fig. 1 shows a net with decentralized accounts. Here, the ransomware cannot take away the user's 
privileges and is neutralized. The probability is 100 %. Fig. 2 below highlights the cross-validation of 
decentralized accounts. The process is completed in an instant. 
 

3．Patent information 

This paper is written using quotations and edited descriptions from our patent specifications. Detailed 
information, including patent numbers, will be disclosed in the course of specific discussions based on 
NDA. 

4．Inquiries about this release 

METEORA SYSTEM Co., Ltd 

https://www.meteora-system.com 
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Fig. 2: Demonstration of cross-validation of decentralized accounts

https://www.meteora-system.com
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knowledge and establishment of dual control of cryptographic keys” | Testing Procedures v1.2.1 ”Verify 
that key management procedures are implemented to require split knowledge and dual control of keys” 

[2] Everybody Is Invited: How FIDO Addresses a Full Range of Use Cases: FIDO alliance https://
media.fidoalliance.org/wp-content/uploads/2022/03/How-FIDO-Addresses-a-Full-Range-of-Use-Cases.pdf 
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© 2022 METEORA SYSTEM & POST QUANTUM BIT  / 4 4

https://cybersecurityventures.com/cybercrime-damage-costs-10-trillion-by-2025/
https://cybersecurityventures.com/cybercrime-damage-costs-10-trillion-by-2025/

